Integrations using Web Services
Examples with .NET & PHP

Martin Haagen, QlikTech, Systems Manager; CRM
@sehaagen
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What We Solved With Web Service integrations
SSO solution

= Expectations
« Smooth and seem less experience for users

 Minimize data maintenance for internal staff

Authentication schemes: SAML, form posts, token based

Automatic mappings to company for new customer / partner

= Easy user management for internal staff
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What Have We Solved With Web Service integrations

Dynamic Sharing
= Sharing set by field values on objects or related objects
= Change of data can require sharing rule recalculation
= Process expensive on SOQL limits
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Session Outline
Outbound Web Services

= QOriginating in Salesforce targeting PHP / .NET web services
= From APEX using triggers or Visual Force controllers
» Qutbound Message using Workflows

Inbound Web Services

» Host your web service on the force.com platform

Security and lessons learned
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Outbound Web Service Calls




WSDLs

= Web Service Description Language

= XML — Contract

» Salesforce provides WSDLs for the different SOAP APls
= Use WSDL to generate Service / Client interfaces

= Custom or third party Web Services usually provides the WSDL by
adding ?wsdl to the endpoint.
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Generate proxy from WSDL in Salesforce

Limitations to WSDL parser (wsdl2apex)
http://bit.ly/dudMQv

Not supported:
» RPC/Encoded Services
= Multiple ports / services
= @imports
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Outbound — WSDL - .NET 2.0
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+ <wsdl
+ <wsdl|

+ <wsdl|

°@|@ http://webservice.gliktech.com/ULCv3 p - @ O ” @ webservice.gliktech... % ‘ |
= |
+ <wsdl:

message name= "CheckEFEmBlo;eeStatusSoa |r)0ut" >

:message name="SelfServeChangedSoapIn">

:message name="SelfServeChangedSoapOut">
+ <wsdl:
+ <wsdl:
+ <wsdl:
+ <wsdl:
+ <wsdl:
+ <wsdl:

message name="GetTandCSoapIn">

message name="GetTandCSoapOut">

message name="TandCUserresponseSoapIn">
message name="TandCUserresponseSoapOut">
message name="AddAppSoapIn">

message name="AddAppSoapOut">

:portType name="ServiceSoap">

+ <wsdl|

:binding type="tns:ServiceSoap" name="ServiceSoap">
+ <wsdl:

binding type="tns:ServiceSoap" name="ServiceSoap12">

- <wsdl:

service name="Service">

+ <wsdl:port name="ServiceSoap" binding="tns:ServiceSoap">
+ <wsdl:port name="ServiceSoap12" binding="tns:ServiceSoap12">

</wsdl:service>
</wsdl:definitions>
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Outbound - WSDL - WCF

— a x

e@‘@ http://df13-net4frontse/Service.svc?v p -~ @A 0 ” @ df13-net4frontse X ‘ ‘ @ * {é}
[ r

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"> ~
- <wsdl:types>
- <xsd:schema targetNamespace="http://tempuri.org/Imports">
<xsd:import namespace="http://tempuri.org/"
schemalocation="http:/ /df13-net.4front.se/Service.svc?
xsd=xsd0"/>
<xsd:import
namespace="http://schemas.microsoft.com/2003/10/Serial"
schemalocation="http:/ /df13-net.4front.se/Service.svc?
xsd=xsdl1l"/>
</xsd:schema>
</wsdl:types>
- <wsdl:message name="ICustomerStatus_GetData_InputMessage">
<wsdl:part name="parameters" element="tns:GetData"/>
</wsdl:message>
- <wsdl:message
name="ICustomerStatus_GetData_OutputMessage">
<wsdl:part name="parameters" v
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Outbound - Considerations

Is @future (Callout = true) when called from triggers.

Cannot be called from Controller Constructor — use VisualForce —
"action”.

<apex:page
controller="CustomCreditStatusController"”

action="{!doRedirectionNET} ">



Governor Limits

Description

Total number of callouts in a transaction 10

Maximum timeout for all callouts in a transaction 120 seconds
Total number of methods with the @future annotation allowed per Apex 10
invocation
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Outbound

Demo - .NET / C#




Outbound Messages




Outbound message from a Workflow

= Configure workflow with outbound message
» Define endpoint
» Use WSDL to create interfaces / proxy
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Outbound message from a Workflow

ﬂ https://eu2.salesforce.com/04k/e? D - ﬂ @ 0 ﬂ New Outbound Mes... >

Step

Eorcelcom]tiome) : Configure Outbound Message Step 2 of 2

| Previous || Save | |Cancel |
Administer

Enter the details of your outbound message and select the fields you want included in this message. Note that the fields available depend on the type of

[/ Manage Users record previously selected.

[* Manage Apps

[+/ Company Profile Edit Outbound Message: Opportunity I = Required Information
[»| Security Controls

[» Domain Management Name Il:l
[*| Communication Templates Unique Name Il:l i
[»| Translation Workbench Description

(v Data Management l:l

[+ Mobile Administration Endpoint URL I‘

[+ Desktop Administration User to send I Miartin Haagen QJ
as

(»/ Email Administration

= Protected [ ]
[»| Google Apps Component

Send Session  []
D

Build
Opportunity
(# Customize fields to send Available Fields Selected Fields
B Create Accountld Id
Amount ~
Apps Campaignld
Custom Labels CloseDate i
CreatedByld A0
Inl:-amclmn Log Layouts CreatedDate w
Objects CurrentGenerators__ ¢ Gl
Packages DeliveryInstallationStatus__c u
Report Types Description Hetipue.
Global Actions E?(pectedRevenue
FiscalQuarter
Tabs FiscalYear
& Workflow & Approvals ForecastCategory v
Workflow Rules ForecastCategoryName

Approval Processes




.NET - Generate the interface

= wsdl.exe /serverinterface file.wsdl
= SvcUitil.exe — for MCF

» Codeplex — Wscftblue
http://wscfblue.codeplex.com/

= Use session to handle callbacks with SOAP API
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PHP — Generate class / proxy

= WSDL2PHP
http://sourceforge.net/projects/wsdl2php/

= Use session with PHP Toolkit to handle callback

-
; saleyf)rce'



Demo PHP




Inbound Web Services




Web Service SOAP API
Enterprise WSDL

= Custom objects
= Generated from the structure in the current Salesforce Org

Partner WSDL
= Query field / object existence before use
= General API



REST API

Representational State Transfer
Short about all the available APls - http://bit.ly/nPrXHG

Typical applications
= Mobile
= Web Applications
= Chatter
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Host Web Service on force.com

Expose class methods in APEX

» Class needs to be defined as “global”

= Method needs to be declared as “webservice static”
Methods available via SOAP and REST.
Generate WSDL from Classes list.




Security, Gotchas and Tip & Tricks




Security

= Multi tenant platform — secure external Web Services
= |P Filtering

= Username and Passwords using Basic authentication
» SSL certificates
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Gotchas and Tip & Tricks

Outbound calls

» Limits and triggers
* 10 outbound calls per context

« 10 @future calls per context

= Avoid call in loops — just like SOQL

= Make Web Service methods support collection of data
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Gotchas and Tip & Tricks
Testing

» Test methods are aborted if containing outbound calls
= Use Mock classes to

» Improve test coverage
« Simulate responses from web services
« @future calls runs / completes when test.stopTest() is done
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Gotchas and Tip & Tricks

Traffic inspection
* In regular web service development: fiddler2
= Force.com: use developer instance

Remember to add remote site settings
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Summary

Outbound web service calls
= Triggers and VF pages
= Workflow rules

Inbound web service calls

Security considerations

Tip & Tricks

Demo code on GitHub
https://github.com/haagen/DF13_WebServices_NETPHP -
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Martin Haagen
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We want to hear

from YOU!

Please take a moment to complete our
session survey

Surveys can be found in the “My Agenda”
portion of the Dreamforce app
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SESSION SURVEY

Sales Cloud: Klller Customiza-
tions - How Leading Custom...

Overall satisfaction with the session

Effectiveness of the speaker

Usefulness of the session content




Thank you.
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